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Context
ETSI TC LI thanks NGMN for the liaison [3] and associated documents (NGMN 5G Security Package 3 [1] and ETSI ISG MEC 002 [2]). 

ETSI TC LI notes that the original liaison was sent 6 January 2017 but for reasons of LS distribution independent of NGMN it has reached TC LI after the previous meeting which took place 30 Jan – 1 Feb, hence the delay in the reply.
	


Summary of our response
1. ETSI TC LI is pleased to note that Lawful Interception (LI) requirements are clearly stated in both NGMN and MEC documents [1] and [2]. 

2. ETSI TC LI is pleased to note that Retained Data (RD) requirements are stated in the NGMN document [1] and asks that the same text is added to the ISG MEC document [2] in order to make the position consistent (details in Part A below). 

3. ETSI TC LI is pleased to supply further details to fill in the sections of the NGMN and MEC documents ([2] and [3]) relating to LI and RD, which explain further consequences and details required to meet the LI and RD requirements (details in Part B below and Part C below). TC LI notes that many of the LI/RD challenges are exactly in line with other security challenges outlined by NGMN. 
	


Part A: ensuring law enforcement requirements are consistent between NGMN and MEC
Current text for NGMN: [1.10.1] Operators are required to provide LEA Support including Lawful interception (LI) and Retained Data (RD) capabilities for traffic carried on their networks.
Current text for MEC: [Lawful-01] The mobile edge system shall comply with regulatory requirements for lawful interception.
TC LI recommends that MEC uses the same terminology as NGMN, and that [Lawful-01] is written as “The mobile edge system shall comply with regulatory requirements for lawful interception and retained data”. 
	


Part B: Further details for LI and RD in the NGMN document [2]
TC LI suggests the following text for section 1.10.2 (recommendations for Key Issue 10). 
As noted in section 1.10.1, it is recommended that LI and RD collection functions are implemented at the edge of the network, alongside or as part of the functionality being intercepted. Further work would be required to examine specifically how and where the LI/RD functionality should be included in a network architecture. The following considerations all apply when LI functionality (and RD collection functionality) is provided at the edge rather than core of a network. It is essential that the following sections of the present document are handled effectively: 

- 1.1 Billing risks. The same considerations for billing will also need to be handled for meeting RD requirements.  
- 1.2: Robustly segregated virtual machines are essential for the reasons described in section 1.2 and also for LI and RD requirements. Section 1.2 puts forward some reasons for avoiding the "quality assurance framework" model; the LI and RD requirements also support the reasons for avoiding the “quality assurance frameworks” described in section 1.2.  
- 1.4 Assurance checks at installation or upgrade - will be essential technology from an LI/RD point of view, in terms of assurance of all components to avoid malware being installed in places where it would be able to attack LI/RD functions, and specifically in installing or upgrading LI functionality. 
- 1.5 User Plane attacks. This consideration is very relevant, to prevent attack on LI/RD functions.  

- 1.6 Storage of sensitive assets at edge. This is very relevant for storage of LI target identifiers.  

- 1.7, 1.8 and 1.9 (Exchange of sensitive security assets between core and mobile edge, Trust Establishment between functions at the core and at the edge, Security of Communications with the MEC Orchestrator).  These will all be critical for setting up LI functionality at the edge and for updating new target identifiers, also for secure delivery of LI traffic.  
The following are wider considerations for LI in edge computing: 

· Subscriber authenticated within the visited network (section 2.2). It is a requirement that LI can take place for roamers in the visited network without assistance from the home network (there are legal requirements which prevent sending target identifiers outside the country in which LI is taking place or having this information being available outside the country). These must be taken into consideration for the authentication procedures listed in 2.2. 
· Regarding section 3.3 (User Data plane security). The recommendation is correct in highlighting that national laws may conflict with application of encryption between UE and core/home network. It would be useful to add a reference to section 1.10 in section of 3.3. Techniques such as Middlebox Security Protocols may be helpful in allowing encryption to be enabled but still preserving the ability for national regulations to be met locally.  

	


Part C: Further details for LI and RD in the MEC document [1]

The first recommendation is to add details for security to support LI/RD in MEC. A suggestion is that this could be done by adding a reference to the NGMN document [2], and add a statement in section 8 as follows: 
In order to meet LI and RD requirements, the following considerations shall be taken into account, based on the security details described in the NGMN MEC Security report [2]: 

- Isolation of functions – see 1.2 in reference [2] 
- Assurance checks on installation and update – see 1.4 [2]

- Prevention of user plane attacks – see 1.5 [2] 

- For Retained Data, assurance of data similar to that required for billing purposes – see 1.4 [1]

- Storage and exchange of sensitive assets – see 1.6, 1.7, 1.8 and 1.9 of reference [2].
- Specifically there is a requirement to ensure target information is protected appropriately, potentially with a hardware root of trust, or utilising a dynamic triggering model that minimises the sensitive information available on the MEC element. 

It is also important to meet requirements for the availability of data and identifiers, respecting national regulations. The following items shall be taken into account: 

- There is a requirement for LI for roamers to take place without assistance of the home network which is relevant to subscriber authentication – see 2.2 in reference [2]. 

- There is a requirement that content is available without operator-applied encryption, which is relevant to user data plane security – see 3.3. in reference [2]. 

The second recommendation is to add references to LI/RD in the Use Cases in MEC002[1].  
The following items would need to be enabled in an LI-conscious manner: 

- A.3 local content caching

- A.14 Vehicle-to-infrastructure communication
	


References: 

[1] ETSI ISG MEC002 v1.1.1
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Action: TC LI kindly asks NGMN and ISG MEC to take into consideration the above suggestions for progressing Lawful Interception and Retained Data in their documents. TC LI would be pleased to get feedback on these suggestions and continue a dialogue about how to take LI and RD forward. 

Dates of next ETSI TC LI meetings:

ETSI TC LI Rap#41
29- 30 August 2017
Noordwijk, the Netherlands
ETSI TC LI#46
3-5 October 2017
Rotterdam, the Netherlands
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